PColP®

TERO0806003

ﬁ

@PC B TERADICI

CONMECTED



Teradici Corporation
#101-4621 Canada Way, Burnaby, BC V5G 4X8 Canada

p +1 604 4515800 f +1 604 451 5818 F th”h- -
www.teradici.com T E R A D' c l

Teradici Corporation Teradici
Teradici Teradici

TERADICI

Teradici Corporation

Teradici
Teradici

© 2008 Teradici Corporation. All rights reserved.

Teradici PC-over-1P PColP Teradici Corporation

TERO0806003 Issue 2 1



E
TERADICI

PColP Technology User Guide

Teradici PC-over-IP®
(PColP®)

PColP
(1]

TERO0806003 Issue 2

1 PColP s 3
2 PColP 5



. .
TERADICI PColP Technology User Guide

USB
1 PColP
PC-over-IP® (or PColP®)
PC P 1
DVI PColP
USB
PColP 0S
[ )
PC
e Microsoft Windows® XP® Windows Vista®
1-1: PColP e USB HD
R "
) . PC oS
. PC
9%
- T | [ )
EIPC _
e pC
PColP PC
[ )
/
PC
. IP IP
[ )
PColP
PColP PCle
PC DVI
[ )
PCle USB
USB HD °
WAN
PColP /
PColP ° USB USB
USB USB1.1
PColP USB2.0

TERO0806003 Issue 2



e

TERADICI PColP Technology User Guide
[ ]
e PColP
Windows
Linux

. / 2

AES
. ID

USB

USB

IT

Windows  Linux

IT

USB

PC
e PColP

e PColP
RDP

TERO0806003 Issue 2



. .
TERADICI PColP Technology User Guide

2 PColP

admin PColP

e PColP
)
e PColP
b Pkl HO debce (7] fimte: T mmible e, pledic svmea that sude i wh melied ciithae Toelil
° | st Al Dt S [
OSD TR o I T e e
| |

. / 7
[ ]

[ ]
. e TERA1100 PColP

TERA1200 PColP
[ ]
. Configuration
Permissions Diagnostics Info Upload
e PColP [1] .
e PColP .
2]
° o /
admin PColP

e Firefox1.5 2.0 3.0
e Internet Explorer6.0 7.0

TERO0806003 Issue 2 5



e
TERADICI

PColP Technology User Guide

. P
DHCP(Dynamic Host Configuration
Protocol)
admin DHCP

https://192.168.1.123.

HTTPS (SSL
HTTP)
HTTPS
Teradici

CA

admin CA

Trusted Root Certification Authorities

)

ad.m in [
]

Firefox
1.

TERO0806003 Issue 2

Trust this CA to identify web sites

Log In

Log In admin

2-2:Log In

Lag Tin
st Ao thi Al fsirativg asee 0 U0 JE8ess s devibe.

WArTIB! A Sessan akoads edrns $or 2 uior o 102, 168.46.35
Thin asawan hag tean inacties far 3 heurs, 29 minues end 20 secody, sod wi sever uiee
IF vau coremus wieh wour bogm, that user's session will be terminsted

ez uvard

Nk Vit (W - Lop Ln |

2-2 Log In

. admin

. admin

2. Password

3. Idle Timeout

4. Login



E
TERADICI

PColP Technology User Guide

3

DHCP vs. IP

PColP
DHCP (Dynamic Host Configuration Protocol)

DHCP
P

Network

DHCP
DHCP

pcoip-host-mac.domain
pcoip-portal-mac.domain

mac 6 MAC
domain

120 DHCP

IP:192.168.1.100
IP:192.168.1.50
:255.255.255.0
:192.168.1.0
PColP

e PColP IP

e DHCP IP

DHCP DHCP P

PColP 4

TERO0806003 Issue 2

1. 1:1- /

3. PColP -

#1: Basic 1:1

PColP

. Ethernet

o |P

#H2:

PColP



S
TERADICI

PColP Technology User Guide

Network and
Session

3-1: Network

Metwork

Change the network settings for the devics

Enable DHCP;: [¥]

1P Address: | 182, [E60L 150 L)

Subnet Mask:
Gateway: |
Primary DNS Server:

Secondary DNS Server:
Ethernet Mode: | Auta v
saximum ML Size: (1400 | bykes

Rpply Corenel
Network 8
IP
e Enable DHCP ( DHCP vs.
IP )
e I[P Address Subnet Mask Gateway
IP
)
e Primary DNS Server Secondary DNS Server
DHCP IP DHCP
IP
IP
IP :192.168.1.x

: 255.255.255.0.
Ethernet Mode —

e Auto ( -

TERO0806003 Issue 2

¢ 10 Mbps Full-Duplex — 10Mpbs
P

e 100 Mbps Full-Duplex — 100Mpbs
IP

PColP

Maximum MTU Size — 5
Maximum Transmission Unit

3-2: Session

Session

Configure the conmechon [ a geer Gevice

Accepl Any Podar
{hst by )

Sesshan TYpe [ oo,
{nortal onlyy: L1002 ¥

Identily Peer by: IP addrass  FODN (ROP only)
Peer [P Addrnss: (192, (168, 30 L1209

Peer MAC Address: :IIC:' {E- |37 {DE - | 09)- -85

Enable Aubo-Recdingct O
{portal onky b

Sessinn Timeoot: (30 | s8concs

_Jmplr_ _Cu.nl:el |
Session 7

o Accept Any Peer PColP

e Session Type — PColP RDP
¢ |dentify Peer by - PColP FQDN
RDP IP



S
TERADICI

PColP Technology User Guide

3-3: Connection Management

Connection Management

Configure the device for a managed connection

Enable Connection O
Management:

Identify Connection
Manager by:
Connection Manager
IP Address:

IP address FQDMN

Enable Event Log
Notification:

Enable Diagnostic Log: []

e Peer IP Address — IP
e Peer MAC Address —
MAC
e Enable Auto-Reconnect - PColP
e Session Timeout -
peer-to-
peer
P MAC
P MAC
192.168.20.29 | 00-1E-37-DB-09-93
192.168.0.34 00-16-41-FF-5C-CO
peer-to-peer
P MAC
1.
https://192.168.0.34.

2. admin

3. Configuration
Management

TERO0806003 Issue 2

Connection

4. Enable Connection Management

5. Configuration Session

3-4: Session ( )

Session

Configure the connedoon bo a peer device

Accept Any Peer
{ host only j:

Lrssinn Type

FoodF
Tportal only b: hekdill]

Identify Peer by« 1P address  FODN (ROP only)
Peer [P Address: [192, . 168L 20 L |22

Peer MALC Address: |00/ |1E- |37~ (DB 09 - 53

Enahlle futo-Eeconneck o
fportal opky): =

Segsion Timeoot: (30 | seconds
sppty | | cencer |
6. Peer IP Address IP
192.168.20.29

7. Peer MAC Address MAC

00-1E-37-DB-09-93
8. Apply



.
TERADICI PColP Technology User Guide

3-6:
1.
https://192.168.20.29 i — ==
TERADICI
2. admin R
3. Configuration Connection

Management

4. Enable Connection Management

5. Configuration Session 2.
Session PColP
#3:
3-5: Session ( )
SEESION
Canfigurs the connection to a peer device PColP PCo IPMC)
PColP
A ioor onhyy 1 PColPMC OS HTML
Session Type |
[partal nnlyh: Lo ==
PColPMC PColP
Identify Peerby: |2 agdress  FODM (ROP only}
peor 1P address:| LT L[ R
Peer MAC Address: (00 18- a1 - [F7- [5c)- (oo
PColPMC
Enable Auto- Reconnect
{portal only ): . P
session Timeont: f_:lj:t_-_ seconds e DNS DHCP
((sposy | [canzer | . SLP PColPMC
6. Accept Any Peer . DNS-SRV
PColPMC )

7. Peer MAC Address MAC

:PColPMC DNS-SRV
pcoip-tool

8. Apply PCoIP

00-16-41-FF-5C-CO.

peer-to-peer 3-1: PColPMC

1. Connect

TERO0806003 Issue 2



E

TERADICI

PColP Technology User Guide

USB

Peering
PColP
PColP
(2]
#4:
PColP
PColP
[ ]
[ ]
. ID
PColP

TERO0806003 Issue 2

11



S

TERADICI PColP Technology User Guide
4-1: Discovery
4
Discovery
PCO'P Aubcdnatically discower other PCalP déwcss
Enahle SLP Discovery: &
Fllulllu}I1|I':Ll’::‘.:.lclllrl'\:'ll;r}'.;' =
T
PCOIP DS SRY Discovery Delay: (300 sEoards
[ Apply || Semcel
PColP )
Discovery 4
Enable SLP Discovery —
e DNS-SRV (DNS-SRV
RR) Enable Host Discovery — PColP
e SLP
PColP
Enable DNS SRV Discovery — DNS-SRV
SLP
DNS SRV Discover Delay — DNS SRV
DNS SRV
DNS-SRV
DNS-SRV DNS-SRV
DNS-
SRV RFC 2782
PColP
Discovery 2]
DNS-SRV
IP DNS
DNS-SRV
IP DNS
DNS-SRV
CMS

TERO0806003 Issue 2

12



E
TERADICI

PColP Technology User Guide

DNS-

DNS-SRV CMS
DNS-SRV
CMS
CMS
2 CMS
SRV IP
IP
CMS
SLP
DNS-SRV CMS
DNS
DNS-SRV
e DNS RFC 2782
DNS-SRV RR

_Service. Proto.Name TTL Class

SRV Priority Weight Port Target

_Service=_pcoip-broker,

_Proto=_tcp,
Name =
[ ]
DHCP
DHCP
15 12
e DHCP DHCP 12
15
12
SLP (
SLP

TERO0806003 Issue 2

SLP

CMS

CMS

SLP

RFC2608
SLPv2
SLP
/CMS

SLP
CMS

SLP

SLP

SLP
239.255.255.253

SLP
SLP

SLP
IGMP

P 239.255.255.253

SLP

PColP

SLP



S

TERADICI PColP Technology User Guide
5-1: Network (MTU )
)
Metwork
PColP Pva Change the network settings for the devics
Enable DHCP;: [¥]
1P Address: | -
P Subnet Mask:
Gateviay:
Primary DNS Server:
PCO'P Secondary DMS Server:
USB |
Ethernet Mode: | AUt w
IPsec-
ESP saximum ML Size: (1400 | bykes
.J.pm. "Em:;.:
Maximum MTU Size
e Maximum MTU Size 1400
PColP 500 1500
NAT
PColP
PColP IPSec
PColP TCP/UDP
5-1 PColP TCP
UDP NAT
NAT PColP
5-1: PColP TCP/UDP
VPN
TCP 21,51, 80, 427, 443,
8000, 50000, 50001
UDP 53, 67, 68, 427
(MTU) PColP
The PColP
MTU 0.1%
MTU
Maximum MTU Size PColP
PColP

Network

TERO0806003 Issue 2

14



S
TERADICI

PColP Technology User Guide

SNMP  MIB
PColP
MTU
MTU
MTU
(VPN)
VPN
PColP
NAT
PColP VPN
MTU
PColP TCP/UDP
5-2: VPN
Datacenter User Desktops
B o= = 49
VPN i |
Al PO
or Workstations Deskiop Fortal

TERO0806003 Issue 2

15



S
TERADICI

PColP Technology User Guide

PColP

PColP 4

e USB —

PColP
PColP

3D

. PColP

uUSB

USB
TERO0806003 Issue 2

[ ]
e USB
PColP
1. USB
2.
Bandwidth
2
L4 —
L4 —
3 200Mbps
6-1: Bandwidth
Bandwidth
Configure the device Bandwidth hrmik
Dowvice Bapndwricth Limit: |20 Mbos {0 = no limit)
Device Bandwidth Target: |2 Mios (0 = disablad)
hpply Cano=l

Bandwidth 2

Device Bandwidth Limit —

e 0 PColP

10

16



e
TERADICI PColP Technology User Guide

Apply

Device Bandwidth Target —

e 0

¢ Device Bandwidth Target

: Device Bandwidth Target  Apply
PColP

TERO0806003 Issue 2



S
TERADICI

PColP Technology User Guide

PColP
Image
[ ]
[ ]
7-1: Image
Trndge
et the imags quakte. & lower mvmunn image Gy wil alow a highar frame: (aea
when netwirk Bandwidth m bmtad (aatal anked
i Guality: FEcesd Perorphian-Fro
&0
Mardimie T4l iy o Pertsption Frés
N Eal
| agpax || Enmen |
Image 2
Minimum Image Quality —
¢ Reduced
e Perception-Free
PColP
: Minimum Image Quality Maximum

Initial Image Quality

TERO0806003 Issue 2

PColP Minimum Image

Quality 40

Maximum Initial Image Quality —

PColP

e Reduced

e Perception-Free

: Maximum Initial Image Quality

Minimum Image Quality

Maximum Initial Image Quality

90

18



e
TERADICI PColP Technology User Guide
[ ]
8
PColP e Minimum Image Quality Maximum Initial
Image Quality
7
[ ]
10 30 fps
PColP
PColP .
[ ]
[ ]
o -
[ ]
o -
[ ]
. / CAD -
o -
. 10
. — 3D CAD
CAD MRI/CAT * / !
100 Mbps
[ ]
1 Gbps

TERO0806003 Issue 2



S
TERADICI

PColP Technology User Guide

Device Bandwidth Target

Device Bandwidth Target

o4 1 100 Mbps
[ ]
60

¢ Device Bandwidth Limit 0 Mbps

(PColP

)
° 5 60
Device Bandwidth Target 0

Mbps ( ) 20 Mbps 25 Mbps

30 Mbps

Device Bandwidth Target: 0 Mbps (
)

4 1 100 Mbps
Device

Bandwidth Target 0 Mbps

8-1: Device Bandwidth Target: O (

D.. ' Time {minutes) . 'so

TERO0806003 Issue 2

e 17 Mbps

Device Bandwidth Target: 20 Mbps

Device Bandwidth Target 20
Mbps

8-2: Device Bandwidth Target: 20 Mbps

a Time (minutes) &0

. 20 Mbps
e 20

25 Mbps Device Bandwidth Target

Device Bandwidth Target 25 Mbps

8-3: Device Bandwidth Target: 25 Mbps

i
=
{~4inpemiehins = %*ﬂ%‘mﬂn + *‘#r

o Time {minutes) B0
. 25 Mbps(100
Mbps /4 )
. 25 Mbps
e 19 Mbps

Device Bandwidth Target: 30 Mbps

Device Bandwidth Targe
30 Mbps

20



S
TERADICI

PColP Technology User Guide

8-4: Device Bandwidth Target: 30 Mbps

Eamdwadkh (Mbgs)

o Time {minutes)

¢ Device Bandwidth Target
e PColP

. 0)
e 18 Mbps

Device Bandwidth Target
PColP
4
100 Mbps
Device Bandwidth Target 25 Mbps
(100 Mbps / 4 )

4

PColP
Device Bandwidth Limit

0 None

TERO0806003 Issue 2

PColP

Device Bandwidth Limit

PColP

PColP

100 Mbps

100 Mbps

21



E
TERADICI

PColP Technology User Guide

9
[ )
e OS
Windows 40 50ms
9-1:
1
0-30 1
ms
(0-1500km)
40-60 /
ms
(1500-
2500km)
60-100 /
ms
(2500-
5000km)
> 100 /
ms
(> 5000km)
1
USB
USB

TERO0806003 Issue 2

webcam

USB

¢ Device Bandwidth Targe Device
Bandwidth Limit

22



S
TERADICI

PColP Technology User Guide

10 USB

PColP USB

USB

uUsB

1. ID/ ID (

2. ID/

USB

. uUSsB

. uUSB

USB

Authorization
Add new

10-1: Add New

uUsB

USB

3. Device Class

10-3: Printer

Printer

furthnrred Dirsires
Sluman It erdsca Dusices fery Suh Clacs
Aok now: [ £1ass w]
Dhsgice Class: 00 can .

S Class: (00} 550
X

rrotscok (00

Fpplicatica Sp

Wandsr Specifiz Clasm

Any Protacol

4. USB
Class Protocol Any

Sub Class

10-4: Sub Class

Printer

Sub

Apitarized leyvicesy:
Human Interfacs Oescawn #rry Subh Clams

Al e | Slaoo W
Device Cliss: 07(| Printes -:
Sub Clesas | any )
Prmbecel 4 ﬂ-p—_—:
Sz

|24 [ cascal |

Any Prabzond

5. IEEE 1284.4
compatible bidirectional

10-5: Protocol

Avarborizod Davices:

At Deined oo

Human [nkamace Devaes S Sub TRass
Folkef e | Claam ow

Crwtafes Clianss 01

2ny Prapaced

Huran Interdape Deares dny Sulr Class Ly Froboonl
[ |
2. Class
10-2: Class
A il Daevires
Human frkeriace Davioes Any Sul Jasg Zirey Brot oo

|
Al nirar; | Clama |

Theuire Class . w
ID I

Subl Clas: 05| mene 2]

6. Add

10-6:

Alilhuriced Duvioes

tuman Imadace Devees Ay Sub Class any Pratecal

Prinker Printer

[l zew |

EEE 1734, 8 compatitde bigrachonal

TERO0806003 Issue 2

23



S
TERADICI

PColP Technology User Guide

ID
uUSB

USB

1. Authorization

10-7: Add New

Add New

USB

1. Deauthorization Add New

10-11: Add New

irsaiithiorirad Dosioes: Tals o emety

fcdd zmu |

Avarborizod Davices:
Human Interace Deares

[ o

Any Guiy Clazs &y Frokpoc]

10-8: ID

2. Class

10-12: Class

Salttroeisml Daveioens:

Himan Intetas Devoes

Frutar

2wy Suh Chass ang Protocel

Frnter IEEE 17942

it Dol s
R 1w

Deeralion Clivss
1

Sah Tinse |05
Pretesced: 03| Kane =

[ada | [ caazsi |

10-9:

fiurthorired Do

Human Interince Davires
Printer
R |
ender 1 | 1334

Bl 10: abod

{2aq] [aneet ]

Any Sub Clasw Lrvy Probocal)

Prifearn IEEE 12844

Apply

10-10:
ID

Add

Murthiorines] Do

i e et Do eicas Ay Sub Class
Frmiar Fringer

VHE 1234 FIO: abod

Add owu

Afry Botoood
EEEE 17944 rompabile bedrechonal

TERO0806003 Issue 2

3. Device Class Mass Storage

10-13: Mass Storage

Hore

UsB

Configura the LS pormissions 3

The 58 serminsions tabie has Bestes A
Auithirired Crireicara: Huz
-
Wiraloew
ot hifibial Dhewides: Tabkis scalla=e
A - Izzmcface
A new:
Drrwiioe Chiss: |00

Sob Tl 3

Prodpenl: | 3

[rgrly | [Eameel |

4. Add
Apply

10-14: Mass Storage

Unasthorired Duyvices:

Hass Sofage sy Sach Clasa Aty Protooel

2ad zau |




E
TERADICI

PColP Technology User Guide

3D
CAD
CMS

DA
DHCP

DNS
DNS-SRV

fps

FQDN
HTML
IPsec-ESP

IP
IPv4

MAC

MIB

MTU
NAT
oS

OosD

PC-over-IP®

PColP®
PColP Host
PColP Portal

PColPMC
RDP

3
Computer Aided Design RFC
Connection Management Server SA
- PColP SLP
SNMP
Directory Agent
Dynamic Host Configuration SSL
Protocol
Domain Name System TERA1100
Domain Name System Service
Record TERA1200
Frames Per Second -
UA
Fully Qualified Domain Name VPN
HyperText Markup Language WAN

Internet Protocol security-
Encapsulated Security Payload

Internet Protocol

Internet Protocol version 4 —

Media Access Control
MAC -
ID

Management Information Base
(SNMP )

Maximum Transmission Unit
Network Address Translation
Operating System
On-Screen Display —

PColP )

Personal Computer over
Internet Protocol Technology

PC-over-IP
PColP
PColP

PColP Management Console

Remote Desktop Protocol

TERO0806003 Issue 2

Request for Comments
Service Agent
Service Location Protocol

Simple Network Management
Protocol -

Secure Socket Layer —

Teradici PColP

Teradici PColP

User Agent
Virtual Private Network
Wide Area Network



E
TERADICI

PColP Technology User Guide

1. TER0606004, PC-over-IP
3 May 2008

2. TERO0806011, PColP
1 July 2008

TERO0806003 Issue 2

26



